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Summary

This role requires extensive hands-on experience in the area of network security design and architecture and
proficiency in security technologies including next generation firewalls, IPS/IDS, Network Access Control,
SASE, VPN and ZTNA.

About the Role

Role Title : Spec. DDIT IES NetSec Engg
Location : Hyderabad

This role requires extensive hands-on experience in the area of network security design and architecture and
proficiency in security technologies including next generation firewalls, IPS/IDS, Network Access Control,
SASE, VPN and ZTNA.

Collaborating closely with service lines and architecture to deliver PoC, pilots and successful
implementation of new IT solutions. Build/maintain comprehensive documentation as it relates to server and
network topology, equipment, and configuration(s)

Act as a subject matter expert for Firewalls and Proxy solutions.

Shape, design, and plan security blueprint within including customer meetings, product
development/management/marketing review, and systems integration lab work. Drive the partner specific
certification processes.

Provide Level 4 support for problems identified with systems and network; and act as a partner concern
for Level 3 and Level 4 Managed Services support technicians

Build, request, and present technical specifications and requirements for purchasing of security
equipment via quote procedure. Participate in after-hours upgrades, troubleshooting, and/or on-call availability
as needed

Standard system administration duties including server install, System/Application install and patch

management, problem determination and resolution, log analysis, etc. Configure, test, and maintain security
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equipment and services, including firewalls, VPN and IPS.

Assist with monthly reports and recommendations for Managed Services Clients and work with third party
vendors as liaison between client and vendor

Developing solutions independently and leading specific initiatives to deliver tactical results with
managerial support where requirements

At least 7 + years of prior IT experience, ideally in the area of network security design and architecture.
And proficiency in security technologies, including firewalls, IDS/IPS, NAC, SASE, VPN’s, Application Delivery
Controllers and general networking background

Proficiency and experience in network security tools: TUFIN, technologies: Proxy, FWs field (Netskope,
Palo Alto or Checkpoint, Forescout,) Technology integration and optimization. In addition to this is welcome
experience with SIEM technologies such Splunk, .

Consistent track record of broad industry experience and solid grasp of sophisticated enterprise IT
landscapes and relationships with practical knowledge on how to provide authoritative technical and
professional guidance to external and/or internal partners; and experience to interpret and communicate
complex information

Why Novartis: Our purpose is to reimagine medicine to improve and extend people’s lives and our vision is to
become the most valued and trusted medicines company in the world. How can we achieve this? With our
people. It is our associates that drive us each day to reach our ambitions. Be a part of this mission and join us!
Learn more here: https://www.novartis.com/about/strategy/people-and-culture

You'll receive: You can find everything you need to know about our benefits and rewards in the Novartis Life
Handbook. https://www.novartis.com/careers/benefits-rewards

Commitment to Diversity and Inclusion:

Novartis is committed to building an outstanding, inclusive work environment and diverse teams'
representative of the patients and communities we serve.

Join our Novartis Network: If this role is not suitable to your experience or career goals but you wish to stay
connected to hear more about Novartis and our career opportunities, join the Novartis Network here:

https://talentnetwork.novartis.com/network

Why Novartis: Helping people with disease and their families takes more than innovative science. It takes a
community of smart, passionate people like you. Collaborating, supporting and inspiring each other.
Combining to achieve breakthroughs that change patients’ lives. Ready to create a brighter future together?
https://www.novartis.com/about/strategy/people-and- re


https://www.novartis.com/careers/benefits-rewards
https://talentnetwork.novartis.com/network
https://www.novartis.com/about/strategy/people-and-culture

Join our Novartis Network: Not the right Novartis role for you? Sign up to our talent community to stay
connected and learn about suitable career opportunities as soon as they come up:
https://talentnetwork.novartis.com/network

Benefits and Rewards: Read our handbook to learn about all the ways we’ll help you thrive personally and
professionally: https://www.novartis.com/careers/benefits-rewards

Division

Operations

Business Unit

CTS

Location

India
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Hyderabad (Office)
Company / Legal Entity
IN10 (FCRS = IN010) Novartis Healthcare Private Limited
Functional Area
Technology Transformation
Job Type

Full time

Employment Type
Regular

Shift Work
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